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Copyrights

This document contains proprietary technical information which is the property of SIMCom Wireless Solutions Co.,Ltd. Copying
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authority. Offenders are liable to the payment of damages. All rights reserved in the event of grant of a patent or the
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1 Purpose of this document

Based on module AT command manual, this document will introduce Ayla application process.

Developers could understand and develop application quickly and efficiently based on this
document.

2 Ayla Cloud AT commands

2.1 AT+CAYLACFG Set Various Configuration Parameters
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Parameter Saving
Mode

Max Response
Time

Reference

"mfg_model" Writing production models

"mfg_serial"  Write the production serial number

"uid"  Set uid, the length cannot exceed 10.

"time" Set the time in the format "YYYY-MM-DDThh:mm:ss"

"log"  Set the level of the log. The second parameter is "--mod" or
"save". If it is "--mod", it must have a third and fourth parameter to set the
log level. If it is "save", it means that the currently set log level has been
saved to NVRAM, and the saved log level will be read when the Ayla
connection is initialized.
<value/mode> Configure different values directly according to different
features when <feature> is not "log".

When <feature> is "log", this parameter must be one of "--mod" or "save".
The save command will save the set log level to flash, and the next boot is
also valid. If you do not execute save, The log level adjustment is only valid
for this connection.
<mod_name> Refers to the log level of which unit needs to be
configured. It can be mod, client, conf, dnss, notify, ssl, sched, test or all. all
indicates that the log level of all units should be configured.
<log_level> The log level of a specific unit. The log levels that can be set
include pass, fail, info, debug, debug2, metric, all, and none. All means to
open all the cells of a unit or all units (<mod_name> is all), and none means
to remove all logs. Note: ayla will have a minimum log level, including error
and warning, even in the case of none, there will be log of error and
warning level.
<error code> Use a numeric code to indicate the type of error.

-1 indicates a time setting error.

NO_SAVE

Note

2.2 AT+CAYLACFGCHECK Configuration Parameter Check

AT+CAYLACFGCHECK Configuration parameter check

Test command
AT+CAYLACFGCHE
CK=?

Response
+CAYLACFGCHECK: "feature","value"

OK

Parameters
See Write Command
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2.3 AT+CAYLASET Reporting Data and Reading Data Sent by

the Cloud
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2.4 AT+CAYLASTATUS Query Cloud Server Connection Status

2.5 AT+CAYLASERVICE Set the AYLA System Operating Mode
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2.6 AT+CAYLATEMPLATE Dynamic Configuration Template
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2.7 +CAYLARECEV Reporting data
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2.8 +CAYLASTATUS Connection Status

3 Bearer Configuration

Usually module will register PS service automatically.

3.1 PDN Auto-activation

AT Command Response Description
AT+CPIN? +CPIN:READY Check SIM card status
OK
AT+CSQ +CSQ: 20,0 Check RF signal
OK
AT+CGREG? +CGREG: 0,1 Check PS service
OK
AT+CGACT? +CGACT: 1,1 Activated automatically
OK
AT+COPS? +COPS: 0,2,"46000",9 Check operator information

46000 is Numeric <oper>

SIM7020 Series_Ayla_Application Note Page 10/ 14



L11]]
e

sese
EEE

._!! !!! Com Simplify Communication

A SUNSEAADT company

OK 9 is NB-10T network
AT+CGCONTRDP +CGCONTRDP: Attached PS domain and got IP

1,5,"cmnbiot","100.80.73.123.255.255.255.0" address automatically

OK

3.2 APN Manual configuration

If not attached automatically, could configure correct APN setting.

AT Command Response Description
AT+CFUN=0 +CPIN: NOT READY Disable RF
OK
AT*MCGDEFCONT OK Set the APN manually
="IP","cmnbiot"
AT+CFUN=1 OK Enable RF
+CPIN: READY
AT+CGREG? +CGREG: 0,1 Inquiry PS service
OK
AT+CGCONTRDP +CGCONTRDP: Attached PS domain and got IP
1,5,"cmnbiot","100.80.73.123.255.255.255.0" address automatically
OK

4 Ayla Cloud Process

AT Command Response Description
AT+CAYLACFG="fdsn",SCO00W000017745 OK Configure dsn
AT+CAYLACFG="o0em",528225f6 OK Configure oem id
AT+CAYLACFG="model",ledevb OK Configure model
AT+CAYLACFG="key",17b0bdd6fe06f210f7faf OK Configure oem key
c0d224317b3
AT+CAYLACFG="fpubkey","MIIBCgKCAQEAtn  OK Configure pubkey, Note that there
3WFFjTaZCpTOG/4CPje6QZw5U8j61aoDuvxg should be no line breaks in the middle of
RDW33MBTzrI5fwR7VXAVKtSLVTZma3AZgzw the key data string.

Zp9XrmTcvEPNIt4vFAmM+/YObSKqol3fEuGq8
0gH5G4+nkVvZcwoSak9Q8KpDrHjjJOFLOZAS
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KpCytXiwHUb00+gm54kxRIeTmCix41kFCkTd
+BcU/yo1eFGF9z20JtCPXgJnADSb+v2/ChQQ
TrPNnoWTj/p3UIVg/a/W4SdK5BITeJOti2FOx
2JGEInxujKk10WFx8zykg5kaKZgEnasH+AolF
1lyql7Sr4RTOSouQw19AwrClk7y6X8TQcEycQ
yOldz1t1gE6pwwIDAQAB"

AT+CAYLACFG="region",CN OK Configure region (CN or US, Unicom Ella
is set to "CNCU")
AT+CAYLACFG="uid",SIM1001 OK Configure uid
AT+CAYLATEMPLATE=add,intinput,0,1 oK Create a template dynamically, and refer
to the corresponding AT command for
AT+CAYLATEMPLATE=add,boolinput,2,1 OK the detailed meaning of the parameters.
The example shows that the created
AT+CAYLATEMPLATE=add,stringinput,1,1 OK template has 5 attributes. The template
created here must correspond to the
AT+CAYLATEMPLATE=add,version,1,0 OK one created in the Ayla cloud server.
Otherwise, the connection will send and
AT+CAYLATEMPLATE=add,outputint,0,0 OK receive data.
AT+CAYLATEMPLATE=save,1 OK After the dynamic template is created,
you must send a save command to save
it to the fash. Otherwise, it will not be
saved.
AT+CAYLATEMPLATE=0em_host_version,"1.5 OK After the template is saved, you must
_sim7020" configure the template version number.
Note that this version number must
correspond to that created in the Ayla
Cloud Server, otherwise the template
will not match when connected.
AT+CAYLACFGCHECK=fdsn, +CAYLACFGCHECK: Check that the current configuration
SCO00W000017745 1 parameters are correct.
AT+CAYLACFGCHECK=0em,528225f6 OK

AT+CAYLACFGCHECK=model,ledevb

AT+CAYLACFGCHECK=key,17b0bdd6fe06f210
f7fafc0d224317b3

AT+CAYLACFGCHECK="fpubkey","MIIBCgKCA
QEAtn3WFFjTaZCpTOG/4CPje6QZw5U8j61a0
DuvxgRDW33MBTzrI5fwR7VXAVKtSLVvTZma3
AZgzwZp9XrmTcvEPN9t4vFAmM+/YObSKqol3fE
uGq80gH5G4+nkVvZcwoSak9Q8KpDrHjjJOFL
OZA5KpCytXiwHUb0O+gm54kxRleTmCix41kF

SIM7020 Series_Ayla_Application Note

Page 12 /14



4 SINSEA AT comparny

Simplify Communication

CkTd+BcU/yoleFGF9z20JtCPXgJnADSb+v2/C
hQQTrPNnoWTj/p3UIVg/a/W4SdK5BITelOti2
FOx2JGEInxujKk10WFx8zykg5kaKZgEnasH+A
01F1lyqgl7Sr4RTOSouQw19AwrClk7y6X8TQcE
ycQyOldz1t1gE6pwwIDAQAB"

AT+CAYLACFGCHECK="region",CN
AT+CAYLACFGCHECK=uid,SIM1001

AT+CLTS=1 OK
or

AT+CCLK="18/10/10,13:03:36+32"

The setup module automatically
synchronizes the base station time.

Manually set the module clock time

AT+CAYLASERVICE=2 OK

+CAYLASTATUS: 2

Start connecting Ayla Cloud

AT+CAYLASERVICE=3 OK

+CAYLASTATUS: 3

Disconnect the current Ayla cloud

connection

AT+CAYLACFG=log,--mod,all,all OK Configure the Ayla log level to see which
AT+CAYLACFG=log,--mod,all,none OK logs need to be printed. The log level
AT+CAYLACFG=log,--mod,all,debug OK configuration needs to take effect after
AT+CAYLACFG=log,--mod,all,debug2 OK connecting the Ayla cloud.
AT+CAYLACFG=log,save OK
AT+CAYLASET="intinput",0,123,4 OK The module reports various data to the
AT+CAYLASET="boolinput",2,1,4 OK cloud. For detailed format, please refer
AT+CAYLASET="stringinput",1,"abcdef",6 OK to the corresponding AT command.
AT+CAYLASET="outputint",0,456,4 OK
AT+CAYLASET="version",1,"v1.0012",8 OK

+CAYLARECEV: Received data sent by the cloud and

intinput,666 reported by the URC.

+CAYLARECEV:

boolinput,1

+CAYLARECEV:

stringinput,abab
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Contact

SIMCom Wireless Solutions Co.,Ltd

Address: Building B, 6F, No.633 Jinzhong Road, Changning District, Shanghai P.R.China 200335
Tel: +86 21 3157 5126
Email: support@simcom.com

Website: www.simcom.com
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